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Introduction
The Microsoft® Windows®Key Management Service (KMS) enables organizations to perform volume activations for computers running the Windows Vista® and Windows Server ®2008™ operating systems in a managed environment. A KMS key enables you to host KMS on a computer running either Windows Vista, Windows Server 2008, or Windows Server 2003. Once you have configured the KMS host, client computers running Windows Vista or Windows Server 2008 can activate by connecting to the KMS host. This step-by-step guide provides information that is specific to installing and using KMS on host computers running Windows Server 2003 (Service Pack 1 or later).
KMS does not require dedicated host computers and can be co-hosted with other services. A single KMS host can support hundreds of thousands of KMS clients. Most organizations will likely be able to operate with just two (2)  KMS hosts for their entire infrastructure (one main KMS host and a backup host for redundancy).

Because KMS is a part of Microsoft Volume Activation 2.0, you should first be thoroughly familiar with the documentation available at Volume Activation 2.0. This documentation includes essential information for understanding Volume Activation 2.0 in general and KMS activation in particular. It provides an overview of Volume Activation 2.0, including the KMS and multiple activation key (MAK) activation options, and planning and deployment guidance to determine appropriate volume activation options for specific environments.
KMS Hosting: Windows Server 2003 versus Windows Vista and Windows Server 2008
KMS hosted on a Windows Server 2003 computer behaves nearly identically to its implementation on a Windows Vista or Windows Server 2008 computer. The design goal has been to ensure that interfaces Software Licensing API (SLAPI), Windows Management Instrumentation (WMI), tools (slmgr.vbs, Microsoft Operations Manager 2005 KMS Management Pack), error logs, error codes, and most operational documentation apply identically to all three versions. 

 In Windows Server 2003, as with Windows Vista and Windows Server 2008, it is necessary to activate the KMS host before it can support KMS client activations. The KMS host must also be reactivated if there are significant hardware or driver changes. 

KMS volume activation requires a minimum number of physical Windows clients: five (5) for Windows Server 2008, or twenty five(25) for Windows Vista. However, KMS does not differentiate between the two systems when counting the total number of clients. For example, a KMS host with a count of three (3) Windows Vista clients and two (2) Windows Server 2008 clients would activate the two (2)  Windows Server 2008 clients because the cumulative count is five (5) clients. But KMS would not activate the three (3) Windows Vista computers until the total client count reached twenty-five  (25). Each time a new machine contacts a KMSHOST, it is added to the count for thirty calendar (30) days, after which its record is deleted, similar to Time-To-Live (TTL) for Domain Name System (DNS) records.
Client computers can use either the Windows Vista/Windows Server 2008 or Windows 2003 KMS version interchangeably. For environments with multiple KMS hosts, you should use the same KMS key on each KMS host. DNS publishing and autodiscovery publishing behave identically.

Although the Windows Server 2003 and Windows Vista/Windows Server 2008 implementations of KMS are very similar, some differences are:
Package Installation

The KMS for Windows Server 2003 service (sppsvc) is installed on top of the existing operating system. Installation is based on the familiar Software Update Installer. You can uninstall KMS using Add or Remove Programs in the Control Panel.
No Graphical User Interface (GUI)

There is no GUI support for KMS in Windows Server 2003. Therefore, you must interact with KMS using the built-in script, slmgr.vbs. Notably, SLUI.exe, which in Windows Vista and full versions of Windows Server 2008 is the recommended tool to map error codes to descriptive text, is not supported. Since nearly all KMS interactions require the use of the slmgr.vbs script, the lack of a GUI should have minimal impact.

KMS Keys and Activation

The KMS key used with Windows Vista or Windows Server 2008 activates the operating system and enables KMS host functions. For Windows Server 2003, this key only enables KMS. The underlying Windows Server 2003 operating system must be activated with an appropriate Windows Server 2003 key.
Although both online (Internet) and offline (telephone) activation are supported using the slmgr.vbs script. 
Deployment Guidance
This section provides step-by-step instructions for installing, configuring and activating KMS on a Windows Server 2003 (Service Pack 1 or later) host computer.
For general considerations, read the following sections:

· Prerequisites for KMS Activation
· Known Issues for KMS Activation
· Obtaining Volume License Keys
· KMS Host Sizing
For installing and configuring the KMS package, read the following sections:

· Steps for Installing the KMS package on Windows Server 2003
· Steps for Configuring KMS Activation
General Considerations
Prerequisites for KMS Activation
You must download the Key Management Service for Windows Server 2003 package from the Microsoft Download Center:
http://go.microsoft.com/fwlink/?LinkId=82964 
You may need to configure the Key Management Service event log, which is under the Applications log, to ensure that it is large enough to accommodate the volume of activations expected in your organization. Each 12290 event, which occurs every time a KMS client connects to the KMS host, requires approximately 1,000 bytes. You can set the event log size in the Log Properties dialog box in the Event Viewer Application under Administrative Tools.
Known Issues for KMS Activation 

When using KMS activation, you might encounter the following known issues:

· Sysprep on Windows Server 2003 does not reset the KMS service state. You should remove the KMS package before running sysprep and then reinstall and reconfigure it.  

· Changing the Renewal Interval will not take effect on a KMS client until after the next KMS response is received by the client and the software licensing service on the client (slsvc) is restarted.
· The language version of KMS v1.1 must match the language version of the Windows Server 2003 operating system. For example, the EN-US version of KMS v1.1 will only install on a computer running the EN-US version of Windows Server 2003.

· Installing the KMS v1.1 for Windows Server 2003 update (KB948003.exe) directly onto a Windows Server 2003 computer that is already running the KMS 1.1 Beta will result in an incomplete update with some beta files still on the computer. Follow the steps in Updating a computer running KMS 1.1 Beta for Windows Server 2003 to ensure that the computer is updated correctly.
Obtaining KMS Keys 
Organizations that participate in a Microsoft Volume Licensing program can obtain KMS keys from:

· eOpen (https://eopen.microsoft.com/EN/default.asp)

· Microsoft Volume Licensing Services (MVLS) (https://licensing.microsoft.com/eLicense/L1033/default.asp)

· Microsoft Activation Call Center - US Customers call 1-888-352-7140.
For international customers, contact your local support center.

For phone numbers of activation centers worldwide, go to the following URL:

http://www.microsoft.com/licensing/resources/vol/numbers.mspx
Customers will need to provide their Volume Licensing agreement information and proof of purchase when they call.

By default, a KMS key can be used on up to six ( 6) different KMS host computers, and each KMS  key can be used to activate a given client computer up to ten (10) times. Administrators can obtain an override by calling their Microsoft Activation Call Center.

Important: You are responsible for both the use of KMS keys assigned to you and the activation of products using your KMS hosts. 
· Do not disclose KMS keys to third parties. 

· Do not provide unsecured access to your KMS hosts over an uncontrolled network such as the Internet.
KMS Host Sizing

KMS host processing capacity should not be a limiting factor for most organizations. A single KMS host is capable of supporting hundreds of thousands of KMS clients. In addition, when attempting to activate, the client computers make a KMS request every two hours (default) and only once every seven days when activated. Normally, a client computer activates with the initial request.
Following are some considerations for planning a KMS host:

· KMS is compute-cycle intensive while actively processing requests. CPU usage can momentarily reach 100 percent on a single-processor computer during request processing. 
· KMS memory usage can vary from approximately 10 MB to around 25 MB, depending on the number of incoming requests. 
· Network overhead is minimal. Less than 250 bytes are sent in each direction for a complete client-KMS exchange, plus TCP session setup and teardown. The only additional network traffic is for auto-discovery, which usually occurs only once per client computer as long as the same KMS host continues to be available for subsequent renewals.

· Large organizations may want multiple KMS hosts for load-balancing and redundancy. 

Co-Hosting KMS

To minimize cost, most organizations prefer to co-host KMS on computers used for other functions. KMS is designed to support co-hosting. KMS can easily coexist with common server roles, including domain controllers. It has a small resource footprint during normal operation, although it can become compute-cycle intensive as noted in the previous section. This is most likely to occur after a large deployment of KMS clients or if most users start their client computers within a single short period. If CPU consumption is an issue, KMS supports a low-priority option.
Installing and Configuring KMS
To complete the following KMS installation and configuration procedures, you must be a member of the Administrators group on the host computer. All script functions must be run from a command prompt using administrator permissions.

Installing and Uninstalling KMS Packages on a Host Computer
To install or uninstall KMS and KMS updates on a Windows Server 2003 host computer, perform the appropriate steps provided in the following sections.
· Install a KMS Package
· Update existing KMS 1.0 Windows Server 2003 host to support Windows Server 2008/Windows Vista SP1
· Update a computer running KMS 1.1 Beta
· Remove a KMS Package
· Remove KMS 1.1 Update Package
Install a KMS Package
Use the following procedure to configure a Windows Server 2003 computer as a new KMS host.
	To install a KMS package

	1. Install Windows Server 2003 SP1 or later on a suitable computer and configure required roles.

2. Launch the Key Management Service for Windows Server 2003 executable (KMSW2K3.exe) that you downloaded from the Microsoft Download Center and follow the instructions. Steps include:

a. Accept the License Agreement.
b. Update the system.
c. Complete the installation.
3. Update KMS 1.0 to KMS 1.1 by following steps in Update existing KMS 1.0 Windows Server 2003 host to support Windows Server 2008/Windows Vista SP1


Update existing KMS 1.0 Windows Server 2003 host to support Windows Server 2008/Windows Vista SP1
 Install the KMS 1.1 update using the following procedure.

	To install a KMS update

	4. Ensure that KMS 1.0 is installed on a computer running Windows Server 2003 SP1 or later. 
5. Run the Key Management Service 1.1 for Windows 2003 update (WindowsServer2003-KB948003-<PLATFORM>-<LANGUAGE>.exe) that you downloaded from the Microsoft Download Center and follow the instructions. 

PLATFORM = x86 or x64

LANGUAGE = Must be the same as the Windows Server 2003 SP1 or later computer

Steps include:

a. Accept the License Agreement.
b. Update the system.
c. Complete the installation.
6. Reboot the computer for all changes to take effect.

7. Install and activate the appropriate KMS key to support Windows Vista and/or Windows Server 2008 VL editions. Reactivating with the same KMS key (on the same KMS host computer) will use one of ten allowed reactivations and will not count as a new KMS host activation (six allowed by default). Also, reactivation with the same KMS key will preserve the existing count.


Update a computer running KMS 1.1 Beta for Windows Server 2003
If your KMS host computer is running the KMS 1.1 Beta for Windows Server 2003, you must uninstall the beta, install KMS 1.0, and then install the KMS 1.1 update using the following procedure.  

	To update the KMS 1.1 Beta

	8. Uninstall the Beta version and reboot the computer. (The current KMS count will be preserved.)
9. Install KMSW2K3.exe (KMS v1.0 for Windows Server 2003). 

10. Run the Key Management Service 1.1 for Windows 2003 update (WindowsServer2003-KB948003-<PLATFORM>-<LANGUAGE>.exe) that you downloaded from the Microsoft Download Center and follow the instructions. 

PLATFORM = x86 or x64

LANGUAGE = Must be the same as the Windows Server 2003 SP1 or later computer

Steps include:

a. Accept the License Agreement.
b. Update the system.
c. Complete the installation.
d. Reboot the computer for all changes to take effect.

e. Install and activate the appropriate KMS key. To ensure that the previous count is used, install and activate the same KMS key used with the KMS 1.1 Beta. Reactivating with the same KMS key (on the same KMS host computer) will use one of ten allowed reactivations and will not count as a new KMS host activation (six allowed by default).


Remove a KMS Package
 Remove a KMS package using the following procedure.

	To remove a KMS package

	11. Open Control Panel and then open Add or Remove Programs.
12. Select Key Management Service for Windows 2003 and click the Remove button.


Remove KMS 1.1 Update Package
Remove a KMS update package using the following procedure.

	To remove a KMS update package

	13. Open Control Panel and then open Add or Remove Programs.

14. Click Show updates.
15. Select Update for Windows Server 2003 (KB948003) and click the Remove button.


Configuring KMS Host Computers
To configure KMS host computers, perform the steps provided in the following sections. 

Many KMS parameters are optional and should be configured as required to meet the needs of the local environment. All configuration options require that you launch a command prompt with administrator privilege and use the built-in script. 
· Enable a KMS Host and Activate It Online
· Enable a KMS Host and Activate It Offline
· Configure KMS Optional Parameters 

· Restart KMS
Note: To configure KMS publishing to DNS, see the KMS Publishing to DNS section in Volume Activation 2.0 Deployment Guide. To install, configure, deploy, and activate KMS clients, refer to the KMS Clients section in Volume Activation 2.0 Deployment Guide.
Enable a KMS Host and Activate It Online
Enable a computer as a KMS host and activate it online using the following procedure.

	To enable a KMS host and activate it online

	16. Ensure that your KMS host computer can connect to the Internet.

17. Log on to the computer with administrator privileges and launch a command window.

18. Run the following script to install your KMS key:
cscript C:\windows\system32\slmgr.vbs /ipk <KMS Key>
19. Run the following script to activate the KMS host with Microsoft using online activation:
cscript C:\windows\system32\slmgr.vbs /ato 
20. If no error was reported, the KMS host is now ready to be used by KMS clients for activation. Additional configuration is optional and will usually not be required. You can confirm your KMS license state and settings by running:
cscript C:\windows\system32\slmgr.vbs /dlv


Enable a KMS Host and Activate It Offline
Enable a computer as a KMS host and activate it offline using the following procedure.

	To enable a KMS host and activate it offline

	21. Log on to the computer with administrator privileges and launch a command window.

22. Run the following script to install your KMS key:
cscript C:\windows\system32\slmgr.vbs /ipk <Volume Key>
23. Run the following script to obtain the Installation ID for offline activation:
cscript C:\windows\system32\slmgr.vbs /dti
24. Obtain a telephone number for your region by opening and searching the following text file:

C:\Windows\System32\SLUI\phone.inf
25. Telephone the Microsoft Activation Center and provide the Installation ID. Carefully record the corresponding Confirmation ID that is read back to you.

26. Run the following script to activate the KMS – do not add spaces or punctuation to the Confirmation ID:
cscript C:\windows\system32\slmgr.vbs /atp <Confirmation ID>
27. If no error was reported, the KMS host is now ready to be used by KMS clients for activation. Additional configuration is optional and will usually not be required. You can confirm your KMS license state and settings by running:
cscript C:\windows\system32\slmgr.vbs /dlv


Configure KMS Optional Parameters
Configure optional parameters for a KMS host using the following procedure.

	To configure KMS optional parameters

	28. Optionally configure the TCP communications port that the KMS host will use by running:
cscript C:\windows\system32\slmgr.vbs /sprt <port>
KMS clients that use direct registration have to be configured accordingly. Clients that use auto-discovery will automatically receive and configure the port when they select a KMS host. Remember to restart the software licensing service (slsvc) on the client if you want this to take effect immediately. 
29. Optionally disable automatic DNS publishing by using the following scripts: 
cscript C:\windows\system32\slmgr.vbs /cdns 
Re-enable automatic DNS publishing using the following script:
cscript C:\windows\system32\slmgr.vbs /sdns
30. Optionally set the KMS host to process using lowered scheduler priority: 
cscript C:\windows\system32\slmgr.vbs /cpri 
Revert to normal priority:
cscript C:\windows\system32\slmgr.vbs /spri
31. Optionally set the activation interval that clients will use if not activated (default is 120 minutes). Run the script:
cscript C:\windows\system32\slmgr.vbs /sai <ActivationInterval>
32. Optionally set the renewal interval that the clients will use for periodically extending their activation expiration (in minutes – default is seven days). Run the following script:
cscript C:\windows\system32\slmgr.vbs /sri <RenewalInterval>
Note   You must restart the KMS service for most changes to take effect.


Restart KMS
Configuration changes generally require you to restart KMS using the following procedure before they take effect.

	To restart KMS

	33. Launch the Services snap-in from Administrative Tools in the Start menu. Select the Software Protection Platform service and use the Stop and Start commands to restart the service – or – 
34. Run the following script:
net stop sppsvc /y && net start sppsvc


Operational Guidance
This section provides operational guidance for running KMS on a Windows Server 2003 SP1 and later host computer.
Built-in Scripting Support

The built-in script, slmgr.vbs, is required to support KMS for Windows Server 2003. This script can be run locally on the target system or remotely from another computer. Examples provided in this guide presume local script use for simplicity. You must supply all the parameters shown in brackets for remote use.

The general syntax is: 
C:\>cscript C:\windows\system32\slmgr.vbs <ComputerName><UserName><Password> <Option>

You can also run the script using wscript or use the default script engine by simply running slmgr.vbs. If the script is invoked without specifying an option, usage information will be displayed. If you do not specify user name and password, the script takes the credentials of the user that runs the script.
Important notes: 
· Even for the display-only options, all script functions must be run from a command prompt using administrator permissions. 

Slmgr.vbs will display a privacy statement the first time it is used. An administrator must agree to its terms in order to continue.
Note   For more information about the Windows Vista Privacy Statement, see http://go.microsoft.com/fwlink/?LinkId=52526.
For more information about the Windows Server 2008 Privacy Statement, see http://go.microsoft.com/fwlink/?LinkID=101128.
· To run the script remotely, the name of the target computer and credentials with appropriate privileges are required. Services and ports to support remote use must be configured, along with appropriate firewall exceptions. Refer to the Remote Scripting Support section in Volume Activation 2.0 Operations Guide for instructions on using the script remotely KMSHOSTS. 
Microsoft Key Management Service MOM Pack

You can use the Microsoft Key Management Service Management Pack for Microsoft Operations Manager 2005 (KMS MOM pack) to manage the KMS environment, to meet the established availability requirements, and to support extensive reporting of KMS activations. 

The KMS MOM pack is shipped separately from Windows Vista/Windows Server 2008. To download the KMS MOM pack, go to: http://www.microsoft.com/technet/prodtechnol/mom/mom2005/catalog.aspx
Documentation provided with the KMS MOM pack describes installation, configuration and how to use KMS rules on your MOM server as well as the KMS reports on your MOM data warehouse.

Known Issues with the KMS MOM Pack 
On 64-bit versions of Windows Server 2003, the MOM 2005 Agent (which is 32 bits) cannot access the version number stored in the registry. This value is used to determine membership in the Computer Group defined by the KMS MOM Pack. Without being joined in the Computer Group, the KMS will not provide data to the MOM server's data warehouse. The registry value is created by slmgr.vbs when the KMS is activated and is stored by default in the 64-bit view of the registry. There are two ways to work around this issue; for details, see Appendix: Installing the MOM 2003 Agent on 64-bit Systems.
KMS Health Monitoring

The KMS MOM pack monitors the health of the KMS hosts by checking for error conditions and availability. It alerts administrators when a potential problem is observed. Alerts are generated for the following conditions:

· KMS initialization failures

· DNS SRV publishing failures

· KMS host count is below a specified threshold
· No KMS activity has occurred for designated periods
KMS Activity Reporting

The KMS MOM pack provides a sample set of SQL reports to use as a basis for extensive reporting on activation. The following table describes these reports.
	Report
	Description

	Activation Count Summary
	Shows the number of KMS Activations for each Windows edition, for several historical time ranges.



	KMS Activity History
	Graphically displays:

· Daily new KMS activations for each Windows edition.

· Daily KMS request activity, which includes both activations and renewals, for each Windows edition.


	Licensing Status Summary
	Shows the number of computers within each license state and the number of days remaining before license state expiration. The license states are:
· Licensed (Activated)

· Out-of-Box (OOB) Grace

· Out-of-Tolerance (OOT) Grace 

· Non-Genuine Grace

Also shows the number of computers in the Unlicensed state, which does not expire.
Note: Windows Vista SP1 and Windows Server 2008 include a new “Notification” license state, but this state does not expire.


	Machine Expiration Chart
	Graphically displays the number of computers that are currently in OOB, OOT, or Non-Genuine Grace, and could enter the Unlicensed or Notification state in the next 30 days.



	Machine Expiration Detail
	Lists computers that are in OOB, OOT, or non-Genuine Grace, and could enter the Unlicensed or Notification state in the next 7 days.



	Virtual Machine Summary
	Breaks out the cumulative number of virtual and physical machines that were activated via KMS within the past 14 days, for each Windows edition.




Backup Requirements

Backup is not required for KMS hosts. However, if you need to track the KMS activations, you can periodically export the Key Management Service Event log data under Applications for activation history.
Group Policy Support

There are no Group Policy-specific options for Volume Activation 2.0.
Troubleshooting

This section provides guidance for troubleshooting issues that are specific to KMS on Windows Server 2003 computers.
Refer to the Troubleshooting section in Volume Activation 2.0 Operations Guide to diagnose Windows Vista/Windows Server 2008 activation issues.

KMS Activation Troubleshooting Steps
The following table presents KMS activation issues and resolutions.
	Issue
	Resolution

	How can I tell if my KMS computer is activated?
	Run the slmgr.vbs -dli script.

“License Status:” shows whether KMS is activated (“Licensed”). KMS is only able to support client activation while it is activated. 

Note that there are no grace periods for KMS on Windows Server 2003.

	slmgr.vbs /ato returns an error code.
	If no error text is included, you may still be able to determine the corresponding error message. See “Mapping Error Codes to Text Messages,” which follows this table.


Mapping Error Codes to Text Messages 

KMS on Windows 2003 does not include a GUI. However, many common error descriptions are now included directly in slmgr.vbs. 

For errors without descriptions, run slui.exe on a Windows Vista(or full edition of Windows Server 2008) computer to map most activation-related error codes to corresponding text messages:

Slui.exe 0x2a 0x<error code>

This will display a dialog box with the error information.

For example: if event 12293 contains error code 0x8007267C, you can determine the corresponding error message by running the following command: 

Slui.exe 0x2a 0x8007267C
The message will display “No DNS servers configured for local system.”

Reviewing Activation Events

The Windows event log provides detailed logging of activation events. The event provider name for all activation events is Microsoft-Windows-Security-Licensing-SLC. All licensing events are found in the Windows Application event log except for the KMS activity event 12290, which is in its own Key Management Service log under the Applications log. For a detailed list of events, see the Volume Activation 2.0 Operations Guide at: http://www.microsoft.com/technet/volumeactivation/
WMI Software Licensing Classes and Properties 

The built-in script, c:\windows\system32\slmgr.vbs, uses WMI to access available WMI classes and properties. Use  slmgr.vbs -dli to display activation-related information. For a list of software licensing classes and properties, see the Volume Activation 2.0 Operations Guide: http://www.microsoft.com/technet/volumeactivation/
Additional Resources

The Volume Activation 2.0 Guides are essential reading and a prerequisite for understanding KMS v1.1 deployments on Windows Server 2003 computers. It is available at:
http://www.microsoft.com/technet/volumeactivation/  

For a list of Microsoft Volume License products available, see:

http://www.microsoft.com/licensing/default.mspx 


Appendix: Installing the MOM 2005 Agent on 64-bit Systems
On 64-bit versions of Windows 2003, the MOM 2005 Agent (which is 32 bits) cannot access the version number stored in the registry. This value is used to determine membership in the Computer Group defined by the KMS MOM Pack. Without being joined in the Computer Group, the KMS will not provide data to the MOM server's data warehouse. The registry value is created by slmgr.vbs when the KMS is activated, and is stored by default in the 64-bit view of the registry. 
There are two ways to work around this installation issue:
· Create a custom Computer Group on the MOM server that explicitly adds all KMS hosts for collection. This can be keyed off Machine Name or any other property that can be queried.

· Run REGEDIT.EXE as an administrator. Copy the value of
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\SL\KeyManagementServiceVersion 

into

HKLM\Software\wow6432node\Microsoft\WindowsNT\CurrentVersion\SL\KeyManagementServiceVersion
Regardless of the workaround chosen, it is critical that all KMS hosts running the 64-bit version of the operating system have the same workaround applied.
Important note: This section contains information about how to modify the registry. Make sure to back up the registry before you modify it. Make sure that you know how to restore the registry if a problem occurs. For more information about how to back up, restore, and modify the registry, refer to the following Microsoft Knowledge Base article: 
http://support.microsoft.com/kb/256986/en-us

